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Network Intrusion Detection for Web Security Scanner
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2. Samsung Electro-mechanics Co., Ltd., Suwon City, 16674, Korea)
Abstract: The use of Web security scanners for scanning and probing serves as a primary way of cyber
reconnaissance in the early stages of Web attacks. Existing Web intrusion detection methods primarily focus on
addressing the binary classification problem between known attack flows and normal flows, which have issues such
as being easily bypassed and an inability to detect unknown attacks. To address these, this paper proposes a method
for detecting Web intrusion attacks from the perspective of Web security scanner scanning. Firstly, this paper
collects scanning data from various Web security scanners through experiments, and analyzes the similarity of the
scanning data. Secondly, a Web intrusion detection scheme based on scanning data is proposed, which includes a
feature extraction method and a convolutional gated recurrent network model. Finally, comparative experiments are
conducted on the collected dataset, and the results show that the Web intrusion detection scheme proposed in this
paper achieves superior attack detection performance. Specifically, it achieves a detection precision of 99.87% and
an F-score of 98.99% for known Web security scanners, and a detection precision of 92.98% and an F-score of

95.71% for unknown Web security scanners.
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Table 1 Statistical analysis of continuous scan request data based
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ZAP 382 382 0.00
Fif#RA 26284 26159 0.48
HEB 2394 2102 12.99
HfE#EC 15234 20139 27.73

TRYE 23 B3R 45 B #r, AR S 4
P30 93.0% 1T SRAFAE A AR [F] 1, 10 HAth i SR FRAE
1) 2 % 5 2 P 3805 80%EE FHAE 1~102 [8] o [K 11, 1246
bl 23 AT Ut B AE S 2L o, 1 SRASHAE B A B s 1
T, 3 HAAEE B AR A o

(2) RIA] H AR R AR .

FRAE 4 AR 7R 145 55017, 7EAH R Web i 4%
F AR XA R H b X (1) JE 32 22 4 o, P 3540 [
K HER32.2%, T8 SRAFAE S 820 25 1 204t
BEEHPTE0~102 7] [KI bk, AS[E] B AR W st 48 118 3R
RRAESE A HLAA AR, L AT 3003 T 2 A Rl s
W ZREIWebr AR Y , 1T 2 A [F) 2K 1 Web R ki
15 B ARSI Bt kil g

(3) A EIWebZe A4 s AR FIAR UM .

S K6 53R5 R4 Ko, £ [R H



56 7R Ll R R

42 %

3 OESHAM, MFRHER ST
Table 3 Statistical analysis of identical feature counts in
continuous scans

FIH#S Web¥ AR EVRHE S A K E
Nikto DVWA 6078 0.965
ZAP DVWA 4138 0.994

EEEE TN DVWA 33448 0.958
HAfidsB DVWA 7498 0.803
Hi#RC DVWA 11969 0.941
Nikto Webgoat 6076 0.965
ZAP Webgoat 381 0.997
HAZRA Webgoat 24810 0.948
EREE ;) Webgoat 1808 0.860
FfERC Webgoat 13300 0.873
Ty 0.930

Kl 3 SR g R B gt

Fig.3 Statistics of edit distance in continuous scanning
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Table 4 Statistical analysis of identical feature counts in scans of

different target websites
ERELE ] AR R HE A jEINE]:4
Nikto 12152 0.965
ZAP 441 0.577
A 20994 0.400
H%B 4048 0.900
HARC 9480 0.372
Ty 0.322
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Fig4 Statistics of edit distance in scans of different target
websites
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Fig.5 Statistics of edit distance in scans of the DVWA by
different web security scanners
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Fig.6 Statistics of edit distance in scans of the Webgoat by
different web security scanners
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Table 5 Statistical analysis of identical feature counts in scans of
the DVWA by different web security scanners

FHi Ekiife AR F R HE A R
Nikto ZAP 2313 0.278
Nikto HEARA 626 0.050
Nikto H%EB 292 0.023
Nikto FARERC 370 0.029
ZAP HEARA 6507 0.782
ZAP HEB 4942 0.594
ZAP FARERC 5416 0.651
HfARA HiAB 4083 0.205
HfiRA Hii#eC 15756 0.619
EEEiEA:] FARERC 2313 0.272

P 0.350

R 6 ANFEIWebze 21145 X Webgoat N FH F13# , A1 [ RFE 5L
giit
Table 6 Statistical analysis of identical feature counts in scans of
the Webgoat by different web security scanners

P EEELT AR FRRHE A I INL]:4
Nikto ZAP 294 0.385
Nikto ERETERTN 492 0.039
Nikto HRB 280 0.062
Nikto Hii#eC 354 0.028
ZAP ERETERTN 643 0.842
ZAP HRB 239 0.313
ZAP Hii#eC 603 0.789
FARARA HRAEB 1340 0.298
HfRRA HiiRC 17181 0.486
B Hii#eC 575 0.128

Fy 0.337
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Fig.7 The CGRU(Mx*N) model structure
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Table 7 List of experimental data Table 8 Experimental data setup
preiE St HlE 4% R % LIS pEReiiEs DR HHE 4R
TR Sk 4R 10458 THEA A HE L ViRSEE LR et e
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[ERI&EE T E/aE S 58221 Wi R R4 Ak 551 sk HE 43
FL 4 s H i 42 58563 b 5 SR E i 2
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b 551 SR HHR 3 65296 Ml 554 SR 4R b 553 R 4R 2
b 551 sk Hdn 43

1A K51 2% (Precision) A [F] % (Recal ) R F {H . R 1T
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(1) K% Precision: F TR A [ IE A AS L

R, mAGPIR.
(2) A Al % Recall: TR A gk 2, sk
CYI

(3) FAE: TR BRI 25 & PERE, a(5)
Fs o
(4) ST ARIRILEP g g00: T 2o BERLI 15 40 FF
AL B (False Positive), 410(6) s .
TP

Precision = TP TP 3)

Recall = % @)
=
FPuow = 75 5p lerTN TN 10000 (©)

Forpr, TPER R B RE A LA TN g5 B R A H
H , FPRIR IEH FEAR A R N 98 A A 5 H
TN R I H AR AP LB TN N IR FEA RS
FNZERB PR A R PN O IE AR A B H

23 SEIOIRI

N Y SRR TH ) Web 22 4 474l 2% P I 28 N AR AL
J7 R IERE » AN S L BB AR 191 R0 AN ik
Kl 7 v AL S, AR o

Forb, S8 1 B AR SRR T 7 Web % 232 1A
TR AN R JE AT P (R P RE » LLWeb % x4

A S LA TS KRBV E IR A, ASS
2RI KRB A M B B A A SEER2
5 510 THT 7] W e b 22 4= 471 41 2% (19 N A= 4 WU A2 2K &0
WebZ A4 4 A R, DL JEWeb %2
AR AR R B NGRS B A, B
AV Web 2z 24 85 4 38 SR BAEAE AR A o
N T KA BT $2 HH i CharEmbedding-CGRU
(MxN) NAz A5 7 28 B P 28 N AR Aar il 350 3R, A ST ide
BT Z RIS IR R NAZ ARSI T7 S AT T B
SEEG o AR N AN R BE Y  X RE S G, B TR
CharEmbeddingfFiEFEHUT 125, AR SCEE T £ Gibl 4%
2 2] T 1 kT 4R (k-Nearest Neighbors, KNN). 12 %
[1] 4 (Logistic Regression, LR)~ 32 £F[7] & #/L(Support
Vector Machine, SVM)/E N Xf HE o & 5XF 1x2,1x3 .
134K S5 T B AL AR T 43 A W R0 R T 38
RSZLG, {8 1x1.2x2. 333 [ IE BRI B R A SCE
PTG IR A AR 1% 2, 1x3, x4 K ST
%, K KT LEAE BRI CGRU(NXN) o 515 T TS A6 5F 5t
VE Dyt 2 48 THSE AL 73 S Aar I SR T Fee 1 i Sz 3
15 FH L Bt A2 1 X 28 BRI CNIN(MXN) 1R %] Ee S
R, N A MaxPooling{E A4k JZ [ P 2% 455 7Y
CNN(MxN) -MaxPooling{f: At LA  /E g & A7
TR R FH AR A N AR G ko R 2H S5, 1R HR T 26
AR H f Transformer P 2% 455 B K JH #r
5N HH O WordEmbedding-CGRU N 2 46 75 = AF
TN o S8 2 H ) B B T S B 45 SR B IR ORI R
Wiy, 28 3k S gt b, R R o S BRI SR 2 Bkt
s AR BR U SE XN R B )l ZRepoch i B N30,
batch size¥ B 4128, 4k & J9Adam, %% 21 %40.001 .

24 TERILES S

N T B AEER R WebZ A4 25 R S0 3E AT I
28 NAZ PRI 801, ZEAH R R SEERFRBE T, 444 3L
#2 tH i) CharEmbedding-CGRU(MxN) N A=A J5 %
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Table 9 Comparative results of the experiment 1

NARAI I 5 FE2E1% B % F /% it i AR A B (FPYA
CharEmbedding-SVM 97.75 93.50 95.58 110.49 1484
CharEmbedding-LR 99.18 94.31 96.68 40.13 539
CharEmbedding-Transformer™ 99.50 97.03 98.25 24.80 333
WordEmbedding-CGRU™ 99.51 96.88 98.18 21.67 291
CharEmbedding-CGRU(N*N) 99.61 97.10 98.34 19.29 259
CharEmbedding-KNN 99.74 93.34 96.43 12.73 171
CharEmbedding-CNN(Mx*N) -MaxPooling 99.84 96.63 98.21 8.04 108
CharEmbedding-CNN(Mx*N) 99.84 97.44 98.63 7.82 105
CharEmbedding-CGRU(MxN) (Ours) 99.87 98.12 98.99 6.55 88
R0 KR2EFNSLE
Table 10 Comparative results of the experiment 2
NGRS K% A B2/ % F /% Jity iR AL RIS (EPY A
CharEmbedding-SVM 91.53 98.05 94.68 456.20 10 598
CharEmbedding-Transformer™ 91.95 97.64 94.71 429.60 9975
CharEmbedding-CGRU(NXN) 92.36 99.20 95.66 412.55 9579
CharEmbedding-KNN 91.57 87.35 89.41 404.24 9391
CharEmbedding-CNN(M*N) 92.52 98.98 95.64 402.21 9339
CharEmbedding-CNN(Mx*N) -MaxPooling 92.50 97.03 94.71 395.62 9186
CharEmbedding-LR 92.71 97.83 95.20 386.81 8986
WordEmbedding-CGRU™ 92.42 91.59 92.00 377.84 8778
CharEmbedding-CGRU(MxN) (Ours) 92.98 98.60 95.71 374.09 8686

Web % 4 {4 #s AE FE S 44 h 38 SR B8 B
KA o A 7 BAEET 6 Web 22 4 474 e 4 1 B i3t
AT P 28 NARASE I Xo) 3 22 i P o W 12 R, A SO e
T SEBG 1 ROTTAN, AL T RAE Web % A4 2%
FEFELLAAR A AR GF 48 AR, BIEE X Web%e 4
FH A3 (R T SR B AT AN ARAS I AT DUR B b
DL E AT Web 22 A R SR MAT 9 o % b T %
CharEmbedding-SVM.CharEmbedding-LR.
CharEmbedding-KNN, J& Jy 1 5 B A< SC$2 H 1)
CharEmbedding ik 52 HU7 1% B A R I ks Il 43 2%
PEBE - A SCHE H ) CharEmbedding-CGRU(MXN) A\ 12
for il 77 %8 b E A BIF 5 SCHR[8] [28 1A B4 1) 43 28
KRR - N T 3R AIE GRUAL 2 R BURFIE S B S B
J& B3 KA MR, 577 22 CharEmbedding-CNN
(MxN) .CharEmbedding-CNN(M*N) -MaxPoolingif
1T 7 X b o XF B 7 22 CharEmbedding-CGRU(NVXN)
NT R ZFIERER XN ERME NS
NxNIEJ7 T8 25 B (1 25 R 22 I 28 1) N AR s T 28
B NF9FFF A1, A L CharEmbedding-CGRU(MxN)

MNAZ LI T ZRAEWebZ A 45 I SN2 A
M _E B S ROR, R RS T 2208 99.8 7% F E N
98.99%- J {1 R4 EH6.55

Web%e 2474 23 7E JE & S b (101 SR £ a2
HAALE A T B IR IE S T Web e & H1 4 85 41
FEEAEEAT W28 NAR KIS T R A Web % 24 2%
IRTMPERE , AN SO T SR802 . R 10 AT A1, AR S04
! ) CharEmbedding-CGRU(MxN) N 12463 77 241
BT A T ST B AT 4 RS D AR, e AR A 2
N92.98% F B N95.71%  JI 1R 4R B N374.09.

25 L PR, 7ETH 1 Web %2 4 13 2% fI N 48 N AR
K eh, A SCH2 H ) CharEmbedding-CGRU(MXN) A\
R AT FAB ARG I 77 2 LA S 4T (A
W73 R

3 LERIB

FE 28 iy v, Web %2 43 4l 455 52 Mol % 8L 22
Dl T H, AR A Web 22 4 49 4 s 4 Rl 4R I
0 1 BEAS I WebX iy o B 5, 2r M IFB8AE T Web % 4
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AR BSFARE A 1B B AR A  FL, SR T — R T
AR I Web NAZRLIN 7 &, HAh LG 2 T 4F
RN FRFE SR IO 72 DA S — PSR 142 916 B ) 245 1
B AZ AR A I 7 ZE ) F BT H R AR SR B 4
U SRAFAE , FEAE 34N SR 113 SRAFAE A B — Al
REAE, PR GSRR TS G 2R N 25 15 B 31T Web N 12
R o FEAS R Z5 S AR 1 S 56 25 SR 35 R 1, A
SCHEHFTWeb AR A 7 R A1E & MR AR EXTWeb %
SR AR B AT N IR IR ) T U AR, S
FTWebZe 2= 31 25 A MUAS 1 22 /2 99.87% FE A
98.99%, X A KN Web 2 4> 14 4 13 H 2000 Bk kG
1% N92.98% F fE N95.71%.
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